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Clear and present danger
BY ROSEMARIE JOHN

One of the deadliest weapons available to terrorists for attacks against civilian and military targets are
ManPads, of which over 500,000 are thought to have been produced over the past 37 years – and are
considered to be readily accessible and fairly cheap in the black market.
Man Portable Air Defense Systems
(or ManPads) have achieved a
certain level of notoriety amongst
the civilian public and military alike,
especially when taken in the
context of heightened new national
security priorities post 11
September 2001.
Their association with
terrorism, taken together with
issues such as weapons of mass
destruction and rogue states, has
resulted in ManPads becoming a
national security issue and thrust
them into the disarmament debate
alongside major conventional
weapons and weapons of mass
destruction.
While it is no surprise that
ManPads have become
conceptually linked
with terrorism –
since they
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are probably the most
technologically advanced personportable weapons – these
armaments are also falling into the
hands of hardened criminals and
posing a serious potential threat
to all sundry – especially passenger
air travel, military aircraft and
bases.
There are also concerns about
non-state actors having access to
ManPads, insurgency movements
and rebellions in particular, as they
can threaten the status quo of
legitimate governments. Further,
these cheap easily available and
deadly weapons can also threaten
the technological and military
superiority of the most powerful
states as their portability provides
a redress to the balance of power
when in the hands of weak states
or non-state actors.
In short, ManPads are
already a serious
threat everywhere in the
current day

– but could pose an even bigger
danger in the future when the
next generation of such weaponry
now being developed starts
proliferating despite the
safeguards put into place to
control their production and
distribution.

Advanced firepower
The new ManPads are far more
lethal compared to 1st or 2nd
generation models (see box story)
because of several major
technological advances, which
have been incorporated into the
armament.
The very latest dual spectral IRseeking ManPads of the 3rd
generation can discriminate
between the low energy IR output
of an aircraft and the high energy IR
output of a classic
magnesium based
countermeasure
flare.

This ability to compare target
energy with flare energy has
provided the weapon with a
counter-countermeasure (CCM),
which is extremely effective.
This new generation of ManPads
like Saab’s RBS 70 is superior to
other competitive ManPads
because of its unjammable system
and long intercept range in the
head-on sector range. It has a noncooled laser transmitter
minimizing reaction times and
logistic
support
while
incorporating the BOLIDE alltarget missile, BORC clip-on
thermal imager and a digital IFF
Interrogator.
The BOLIDE missile uses a
unique unjammable laser beam
riding guidance, providing
incomparable accuracy. BOLIDE
has an intercept range of 8km and
altitude coverage in excess of 5,000
m. A high capability against
small targets such as
cruise missiles
and UAVs is
provided by a
u n i q u e
adaptive
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The Mistral manpads.
- Photo courtesy of NATO

proximity fuze function, optimizing
the initiation point of the warhead.
The laser-operated proximity
fuze, which can be disconnected, is
unjammable like the guidance
system. The missile’s combined
warhead, with both fragmentation
and shaped charge effect, provides
a high kill probability against any
aerial threat clearly demonstrating
how powerful 3rd generation
ManPads can be.

Residual dangers
It’s ironic that ManPads are placed
in the small arms category
considering the far more
destructive damage it is capable of.
The only thing they share in
common with most small arms is
their size, which enables them to
be easily transported.
Being easy to smuggle and easy
to hide, they are primarily infantry
weapons, which require no
dedicated support vehicles,
networked operation or
associated infrastructure.
Terrorists have been acquiring
and using 1st and 2nd generation
ManPads since the early 1970s,

perhaps even earlier. However, it
was not until two ManPads missiles
nearly hit an Israeli airliner as it
departed from a Kenyan airport in
2002 that the international
community finally mobilized to
address the threat1.
As a product designed with a
single purpose, they are not
intended to discriminate between
military and civilian targets. The
ManPads threat to coalition aircraft
in Afghanistan and Iraq is but one
example. The Russian experience
in Chechnya, where ManPads have
been used to shoot down military
helicopters, is another2.
In this sense, it would be quite
logical to assume that, as
instruments of asymmetric
warfare, ManPads are a clear and
present danger in terms of national
security. However, ManPads are
not unique among small arms in
posing such a threat.
A number of other light
weapons have also proven to be a
serious threat to technologically
sophisticated and powerful armed
forces.
Take, for instance, rocketpropelled grenade launchers

supersonic missiles that aim for
the heat signature of a target (which
in most cases is an aircraft).
ManPads are small in size, about
five feet long with a few inches in
diameter and less than 35 pounds,
making them easy to transport and
hide.
All models of ManPads are
capable of being carried and fired
by an individual, although
operational requirements usually
entail a two-person crew. An
individual just has to rest the
weapon on his or her shoulder,
look through a sight and pull a
trigger.
ManPads are attractive to
terrorists for acquisition and use
against civilian aircraft because they
are lethal; easy to use, transport
and conceal; and they are relatively
inexpensive. The black market
cost of ManPads varies significantly,
but generally is relatively low.
Estimates of the typical black
market cost of ManPads range
between
US$5,000
and
US$30,000 apiece. Some
Awesome threat
estimates suggest that ManPads
These shoulder-fired surface-to- have on occasion sold for less than
air weapons typically use US$1,000 and as much as

(RPGs) that are technologically less
advanced than ManPads, but
nonetheless have been used to
shoot down two US UH-60 Black
Hawk helicopters in Somalia in
1993 and were employed against
armoured vehicles in Afghanistan
and Iraq3.
ManPads can strike aircraft
flying at approximately 15,000 feet
in altitude and at a range of up to
three miles. While aircraft are
generally safe from ManPads when
flying at cruising altitude (30,000
feet), they are especially vulnerable
during take-off and landing.
There is no strategic reason
why ManPads are more of a threat
to national security than some
other light weapons. What makes
a ManPad such a prominent subject
of national security concern is its
technological power and its
extravagant use against aircrafts,
which more often than not are
simply sitting ducks against this
awesome threat.
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Saab’s RBS70 for the
Australian Navy

US$100,000 a piece, depending
on the type of system being sold4.
Black markets aside, terrorists
could also obtain ManPads via theft,
international organized crime
syndicates, arms dealers and
transfers from states willing to
supply the missiles to terrorists.
But how do they get on the black
market?
It’s a known fact that many
ManPads are in the hands of states
with very poor records of
stockpile security. Losses if
transpire, are very unlikely to be
reported. Producing states such
as Russia have lost weapons to
theft, possibly involving large
criminal organizations while
ManPads have been found in
Afghanistan and are known to be in
the hands of a number of non-state
groups. China alone is thought to
have transferred systems to
Afghanistan, Cambodia and
Myanmar.
Various reports suggest that at
least 13 non-state groups possess
ManPads, with a further 14 groups
reported to have received them.
These groups include the FARC of
Columbia, Hezbollah of Lebanon
and the LTTE of Sri Lanka. Some of
these 27 groups are considered
terrorist organizations.
Given the proliferation of
ManPads to states with poor records
of stockpile security, the safest
assumption is that there are even
more non-state actors who possess
8

air passengers would most likely
feel if their airplane suddenly
started dipping and rolling and it
turned out to be a false alarm. The
airline industry is very leery about
losing more passenger confidence
than it already has and is thus
hesitant
to
incorporate
procedures, which it feels may not
be necessary or cause undue alarm.
A technology is in its nascent
phase, which might at some point
prove useful against ManPads. The
US Air Force established a few
years ago its Large Aircraft Infrared
Countermeasures (LAIRCM)
program where it would use lasers
to track and then jam shoulderlaunched missiles.
It was installed on the C-17, C130 and KC-135 aircraft, but some
believe that it could be brought

SA-18 (top) and SA-16 (below) missiles with launchers

ManPads than we yet know of.
Governments are starting to
fully perceive the danger that
ManPads pose to civilians.
Military aircraft have a host of
countermeasures available to them
when attempting to evade ManPads.
These include chaff (which reflects
a strong radar signal to override
the target’s radar signal, pulling
the missile away), flares (which
create a misleading heat signature
away from the target), decoys,

jamming and evasive flight
maneuvers.
Unfortunately, these do not
translate very well for civilian
aircraft since dispersing burning
flares and the like around airports
would endanger local residents
on the ground, while flight
maneuvers are very difficult for
civilian aircraft to carry out during
their most vulnerable points, their
departure and landings. This isn’t
to mention the discomfiture that

over to protect civilian airplanes5.
Israel has already installed a lessadvanced version called Directed
Infrared
Countermeasures
(DIRCM) onto its El Al fleet6.
In 2003, Rep. Steve Israel (DNew York) and Sen. Barbara Boxer
(D-Calif.) co-sponsored a bill that
would have required all 6,800
registered civilian aircraft in the
US to receive missile defense
systems. This could have cost
US$10 billion at an optimistic cap
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of about US$1.5 million per plane7.
This resolution did not pass
but the original sponsors are likely
to try again. The cost of the program
could prove prohibitively
expensive, especially if it falls onto
the already-struggling airline
industry to put in the
countermeasures.
Installing effective countermeasures on planes would be timeconsuming and costly. For
example, a program to equip 3,000
US commercial aircraft with
Northrop Grumman’s LAIRCM
system would cost around US$3
billion and require 6 years to
complete8.
Outfitting civilian planes
worldwide would take much
longer and countermeasures
installed today may not be effective

against 3rd generation ManPads.
Thus, civilian aircraft are likely to
be vulnerable to ManPads attacks
for the foreseeable future.

Threat mitigation
The measures in each category are
not mutually exclusive and none
alone will eliminate the threat
posed by ManPads to aircrafts.
However, it can reduce the
likelihood of a successful attack.
Some of the countermeasures
include:
 Improved airport perimeter security
- Patrolling the areas around
airports could help to detect and
deter ManPads attacks. However,
the personnel and equipment
necessary to thoroughly patrol a
nation’s primary airports would

Generations of ManPads
 1st Generation: Passive IR
guidance such as the SA-7. It uses
a simple infrared sensor to guide
the missile to its target. However,
it can be confused by the use of
flares released from the target,
which emit heat energy in an
attempt to lure the missile away.
 2nd Generation: Combination
of seekers, which includes the fireand-forget system such as the
infamous Stinger. These do not
simple track heat signatures
allowing a target to be heat from
more angles than the 1st
generation. Flares can also be
used as a lure strategy.
 3rd Generation: Operator
guided with multiple missiles from
one firing. Impervious to most
countermeasures. A number of
them rely on the operator aiming
a laser at the target, so in theory,
as long as the laser stays on target,
the missile will hit. Others fire
multiple
missiles,
which
independently track the target, so
that if one missile misses, then
another will hit. They are designed
to be resistant to flare-based
countermeasures and other types
of jamming.
The progression from 1st to
3rd generation in short means that
modern ManPads can now be
operated from a greater number
of positions; to greater ranges and

with far more chance for success worldwide. Among the most
numerous and best known are the
in hitting a target.
Russian Strela (SA-7 and SA-14),
Igla (SA-16 and SA-18) and the USManPads production manufactured FIM-92 Stinger.
In terms of production, an  Strela-2 (SA-7a): Fielded by the
estimated 15 to 20 companies Soviet military in 1968, the SA-7 is
produce ManPads today, in more among the least sophisticated and
than 15 countries. However, the most highly proliferated of these
numbers of producing countries weapons. Strela-2s can engage
aircraft flying above 50m and below
are increasing by the minute.
 Established produces: China, 1,500m, but only when launched
France, Japan, Russia, Sweden, UK from behind the targeted aircraft.
Its infrared (IR) seeker homes in
and the US.
 More recent producers: Egypt, on the heat energy emission of the
Germany,
Pakistan
and aircraft. The seeker can be fooled
by simple countermeasures such
Switzerland.
 Latest producers: N. Korea, as flares. The missile’s small 1.17kg
warhead detonates upon impact
Vietnam and Singapore.
Vietnam and Singapore in with the target.
particular have recently acquired  Strela-2M (SA-7b): The Strelathe licenses to produce Russian 2M was developed shortly after
SA-16 ManPads15. Future moves the first Strela to address several
like these will not only increase of its shortcomings. Improvements
the number of potential suppliers in the guidance system allow the
to the world market, but also missile to engage transport planes
increase the number of people and helicopters head-on, unless
with knowledge of ManPads the aircraft is flying faster than 540
kmh. The SA-7b can hit targets
production technology.
flying at much higher altitudes
(2,300m) and as far away as 4.2km.
 Strela-3 (SA-14): The SA-14 was
ManPads Models
accepted into Soviet service in 1974.
Since the development of the Improvements to the missile’s IR
American Redeye in the late 1950’s, seeker reduce the effectiveness of
hundreds of thousands of ManPads flares as decoys and allow the user
have been manufactured to engage jet aircraft head-on. The

SA-14 also features a larger, more
lethal warhead (1.8kg) and a
launching mechanism that prevents
the user from shooting at targets
outside of its range. It can effectively
engage targets flying above 30m and
below 3,000m.
 Igla-1 (SA-16) and Igla (SA-18):
Igla missiles have warheads that
are smaller but more lethal than
the Strela’s, and their warheads
are equipped with both proximity
and impact fuses. The missile’s IRseeker is specifically designed to
distinguish between countermeasures (such as flares) and the
targeted aircraft. Both have a
maximum range 5.2km and are able
to engage targets operating up to
3,500m.
 Stinger (FIM-92A/B/C/D): The
Stinger is similar in capabilities to
the Russian Igla series. More
recent versions are equipped with
a cooled two-color, infraredultraviolet detector that
discriminates between flares and
the target. Stingers are able to
effectively engage targets head-on,
from behind and from the side.
The missile’s maximum range is
4,800m, which is comparable to
the Igla, but it has a much shorter
minimum range (200m versus the
Igla’s 800m minimum). It is one of
the fastest ManPads missiles,
traveling at Mach 2.2.
9
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be very costly and the protection
provided by these patrols would
be imperfect at best. Incoming and
departing aircraft fly within the
range of many ManPads for
approximately 25 miles, requiring
patrols capable of policing a 300square-mile area surrounding the
airport. Nonetheless, more
limited patrols could help to deter
attacks with shorter-range
weapons (such as the SA-7) and at
airports surrounded by water or
flat, featureless terrain9.
 Air Traffic Procedures can be altered
to reduce the likelihood of a
successful ManPads attack.
Replacing gradual approach and
descent patterns with spiral
descents and steep, rapid climbouts would reduce the amount of
time that commercial aircraft fly
within range of modern ManPads.
Such changes are not without risks
and costs, however.
Spiral descents are harrowing
for passengers and would require
pilot retraining. Quick climb-outs
reduce the margin of safety in the
event of engine failure.
Furthermore, even with these
changes to flight patterns, the area
over which planes would be within
range of ManPads would still be
significant10.
 Infrared Decoy Flares confuse the
infrared seekers of earlier
ManPads models by dispensing
materials that give off an IR

Stinger
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signature that is similar to, or more
intense than, the signature of the
aircraft itself. These systems are
less effective against newer models
of ManPads, which are better able
to differentiate between flares and
the aircraft11.
 Directed Infrared Countermeasures
(DIRCMs) direct infrared energy at
the missile’s seeker, causing it to
veer off course and away from the
targeted aircraft. Infrared seeking
missiles have seekers - devices
that are sensitive to IR that monitor
a target’s location and trajectory
by constantly measuring the
infrared energy given off by the
target. If the missile is off course
(i.e. the target moves to the outer
edge of the seeker’s field of view),
the seeker sends an electronic
signal to the missile’s guidance
system, which uses the missile’s
fins to change its trajectory.
In this way, the missile makes
continuous, minor adjustments to
its flight path until it intercepts its
target. DIRCMs direct a beam of
infrared energy at the missile’s
seeker. The beam, which generates
a target signal that is stronger than
that of the targeted aircraft, fools
the guidance system into thinking
the missile is off course.
The guidance system responds
by adjusting the missile’s flight path.
The DIRCM continues to
direct the IR beam at

the missile until it is so off course
that it no longer poses a threat to
the aircraft12. An example of this
would be the Northrop
Grumman’s military system, the
AN/AAQ-24(V)
NEMESIS
directional Infrared Countermeasures (DIRCM).
 Laser jammers, which will soon
be commercially available, are the
most advanced form of DIRCM.
They work best against 1st and 2nd
generation ManPads. Their
objective is to first overwhelm the
signal produced in the enemy
missile’s seeker by the target and
then to substitute a specially
modulated signal transmitted by
the laser, so as to divert the missile.
Laser jammer systems are complex
due to the need for highly accurate
pointing.
Satisfying
this
requirement demands that tracking
sensors be mounted onboard the
aircraft13.
 Technology approaches to
counter-ManPads other than
aircraft-borne DIRCM systems are
in various stages of development
and maturity within state
governments. Basically, it’s about
trying to counter ManPads that
have counter-countermeasures
(CCM) i.e. 3rd generation
ManPads.
In addition to the above,
vulnerability reduction involves
designing or modifying the
aircraft to increase the chance
of survival in the event of a
successful ManPads hit
and is accomplished
t h r o u g h
redundancy

and separation of flight controls
and hydraulic systems, improved
fire and explosion suppression
systems, installation of fuel shutoff valves or self-sealing fuel lines
and lastly, hardening of vital areas
that are vulnerable to external
(ManPads) threats14.
The threat under consideration
at this point is from the terrorist
who may have 1st and 2nd
generation ManPads, as the latest
ManPads are likely to be impervious
to the countermeasures being
proposed above.
Military aircraft aside, the
circumstances of protecting
commercial airliners from
terrorists are sufficiently different.
Even with all countermeasures in
place, well-financed terrorists will
likely always be able to devise a
ManPads attack scenario that will
defeat whatever countermeasures
have been installed, although
countermeasures can make such
attacks considerably more difficult
and less frequent.
Installing countermeasures to
ManPads attacks may simply divert
terrorist efforts to less protected
opportunities for attack. To put it
another way, how many avenues
for terrorist attacks are there, and
can nations afford to block them
all?
To ensure that countermeasures are not rendered
obsolete by terrorist acquisitions
of 3rd generation ManPads, the
international community must act
decisively to improve stockpile
security and strengthen export
controls in countries that import
and manufacture ManPads.
Some of the international
initiatives in tow right now are the
Wassenaar Arrangements, the G8
Action Plan of 2 June 2003, the
2003 APEC Summit Bangkok
Declaration on Partnership for
the Future and the
Organization for Security
and Co-operation in
Europe (OSCE).
All these basically
discourage
ManPads
transfers to end-users
other than states and to
governments that are
unwilling or unable to
protect against theft, loss or
misuse.
They also identify several
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safeguards that importing
governments should implement,
including storing the firing
mechanism and the missile in
separate locations, taking monthly
inventories of imported ManPads
and re-exporting imported
systems only after receiving prior
consent from the exporting
government.
Working with international
governments to slow down the
proliferation of ManPads
technologies, in particular those
against which countermeasures
are less effective is a must to put
some dent in the rapidly growing
ease of acquiring ManPads by nonstate actors.

Igla

Continued vigilance
The idea that terrorists can be
prevented from acquiring
ManPads is a little like the idea
that drug runners can be denied
access to drugs. It is clear that the
problem of terrorists using
ManPads against airliners is not
one that is easily solved, nor is it
one that will be easily understood
by lay observers.
The problem is technically
complex and difficult and will
ultimately require a lot of
intellectual effort to solve. Multiple
measures will almost certainly be
required, both technical and
procedural.
Unless there are adequate
means to stop the 3rd generation

of ManPads from becoming as
prolific as earlier generations, the
costly defences adopted today will
be obsolete tomorrow. The
greatest hope for reducing the
ManPads problem lies not largely
with national efforts to defend
against missiles but in the supply
side measures.
If history is an indication of the
future, ManPads transferred to
friends and allies today that are not
properly guarded, will be in the
hands of terrorists tomorrow. As
Albert Einstein once said, “The
significant problems we face
cannot be solved at the same level
of thinking we were at when we
created them”.
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Recorded uses of ManPads
In 2003, the US State Department
estimated that since the 1970s,
over 40 civilian aircraft have been
hit by ManPads, causing 25 crashes
and over 600 deaths around the
world 16.
The following is a partial list of
reported incidents involving
civilian aircraft.
This list includes one additional
example of an accident subsequent
to the 2003 Department of State
estimate, in which a civilian aircraft
was shot at by non-state actors
using ManPads. All of the incidents
listed below, except the Mombasa
incident, took place in zones of
conflict17.

 3 September 1978 – An Air
Rhodesia Viscount passenger
airliner crash-landed after being
hit by a ManPads fired by Zimbabwe
Peoples Revolution Army rebels.
Four crew members and 32 of the
54 passengers were killed in the
crash. 10 survivors were shot dead
afterwards.
 19 December 1988 – Two
Douglas DC-7 spray aircraft,
chartered by the US Agency for
the International Development to
eradicate locusts, en route from
Senegal to Morocco, were struck
by ManPads fired by Polisario
rebels in the Western Sahara. One
DC-7 crashed killing all 5 crew

members. The other DC-7 landed
safely in Morocco.
 6 April 1994 – A Dassault
Mystere-Falcon 50 executive jet
carrying the President of Rwanda
and Burundi and its French flight
crew was shot down over Kigali,
killing all on board and sparking
massive ethnic violence and
regional conflict.
 10 October 1998 – A Boeing 727
airliner was downed over the
Democratic Republic of Congo by
Tutsi rebels, killing 40.
 26 December 1998 – A UNchartered Lockheed C-130
Hercules transport was shot down
over Angola by UNITA rebels,

killing 14.
 2 January 1999 – A UN Lockheed
C-130 Hercules transport was
shot down over Angola by UNITA
rebels, killing 9.
 28 November 2002 – Terrorists
fired two ManPads at an Arkia
Airlines Boeing 757-300 with 271
passengers and crew as it took off
from Mombasa, Kenya. Both
missiles missed.
 22 November 2003 – A DHL
Airbus A330 cargo jet transporting
mail in Iraq was struck and damaged
by a ManPads. Though hit in the left
fuel tank, the plane was able to
return to Baghdad airport and land
safely.
11
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Defense systems against ManPads

PHOTO BY NORTHROP GRUMMAN

Guardian pod being
installed on MD-10.

Both BAE Systems and Northrop
Grumman are seeking to win a
new Department of Homeland
Security (DHS) contract to test
their laser jamming technologies’
ability to protect passenger aircraft
from shoulder-fired, heat-seeking
missile attacks. These two firms
have been using cargo aircraft to
test the feasibility of equipping
scheduled commercial flights with
protection from ManPads.
This marks the first time
directed infrared countermeasures (DIRCM) technology,
developed to protect military
aircraft, was used on a civilian
passenger aircraft in the DHS
program.
In the four-year counterManPads study, BAE has equipped
a single ABX Air Boeing 767-200F
cargo aircraft with its JetEye
technology while Northrop
Grumman, which uses similar

FULLY AUTONOMOUS SYSTEM OPERATION

The AN/AAQ-24(V) NEMESIS DIRCM system
operation. Photo by Northrop Grumman
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Installation of BOA CMDS in the engine pylon
of a Boeing aircraft. The packs are dispensed
sideways into the air stream.

Northrup
Grumman’s
Guardian provides 360º protection
against a wide range of missile
threats; it detects a ManPads
launch, tracks the incoming missile,
then uses a laser beam to jam the
missile’s guidance system, causing
it to miss its target aircraft.
The entire process occurs in
approximately two to five seconds
and requires no action on the part
of the aircraft crew. Guardian
consists of a multiband laser

pointer/tracker and an ultraviolet
missile-warning sensor. The
system is contained almost entirely
in a single pod that mounts to the
underside of the fuselage.
The total Guardian system
“flyaway” weight is approximately
550 pounds. The Guardian pod is
a low-profile package, protruding
just 18 inches into the air stream.
Northrop Grumman’s military
system, the AN/AAQ-24(V)
Nemesis Directional Infrared

The AN/AAQ-24(V)
NEMESIS DIRCS
components.

PHOTO BY NORTHROP GRUMMAN

technology in its Guardian counterManPads system, has equipped 11
FedEx cargo aircraft in regular
service, including an MD-11, DC10 and a Boeing 747, with Guardian.
Prodded by the US Congress,
DHS has spent more than US$121
million studying counter-ManPads
technology, but the department
has not committed to purchasing
any device once Phase III testing is
complete in March 2008.
But lawmakers inserted
language into the fiscal 2007
Homeland Security appropriations
bill, signed last October by
President Bush, which sets aside
US$30 million to US$40 million
to evaluate the feasibility of placing
counter-ManPads technology on a
passenger aircraft.
Both Northrop Grumman and
BAE are awaiting the DHS decision
while the department also has
issued a broad agency
announcement-seeking carriers
willing to test the technology on
their aircraft.
BAE System’s JetEye system
protects aircraft from infrared
(“heat-seeking”) missiles using an
integrated suite of sensors and
laser. The sensors detect any
missile that is launched at the
aircraft and the laser is fired at the
missile to disrupt its trajectory
and cause it to fly harmlessly away
from the aircraft.
This system is presented as
being safe, easy to use and maintain
and designed to comply with
Federal Aviation Administration
(FAA) regulations.

Countermeasures (DIRCM)
system, employs the newest laserbased technology, and is currently
protecting over 350 military and
heads-of-state aircraft and their
crews from even the most
sophisticated threats. The AN/
AAQ-24(V) Nemesis is the only
DIRCM system currently in
production, operational and
deployed in the world.
Saab Aeronautics has also
independently developed its own
CAMPS, which is totally modular
and can be adapted according to
aircraft size or operational
requirements. (see AD&D April
2007).
It consists of two major building
blocks: the MAW-300 missile
approach warning system and the
BOA counter measure dispenser
system (CMDS).
The basic aircraft selfprotection suite has two sensors
to cover the aft to beam sector of
the aircraft and one BOA CMDS
per engine. To achieve 360°
coverage, the system uses a total
of four sensors. The BOA
countermeasure dispenser is an
electro-mechanical dispenser
using pyrophoric IR flares.
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